Password Reset and Troubleshooting User Guide

Every 90 days, the password for Client Links, External Pegasys Payment Search, External ACORN Master Search, and External Bill View will expire. Upon attempting to sign into one of the applications after the 90-day expiration, you will be presented with a screen similar to the one shown below in Figure 1. 
Resetting a Password
To change the password: 	
1. You must strictly follow the requirements listed on the screen below in Figure 1.  
2. The Old Password text box must contain the password you were using up until the date of expiration. 
3. The New Password text box must contain your new password which meets the requirements listed in Figure 1 below.  
4. The Confirm New Password text box must contain the password that was entered in the New Password text box. 
5. The password entered into the New Password text box and the Confirm New Password text box must match exactly. 
6. If the rules are not followed exactly, errors will be presented. 
7. After entering data into the Old Password, New Password, and Confirm New Password text boxes, click the OK button at the bottom of the page. 
 Figure 1
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Reasons for Errors When Resetting a Password
If you receive the error shown in Figure 2, you must revisit the password requirements shown in Figure 1.
Figure 2
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If you receive the error shown in Figure 3, you need to ensure that you are typing the exact same password into both the New Password and Confirm New Password text boxes. 
Figure 3
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If you receive the error shown in Figure 4, you either typed in the incorrect password in the Old Password text box or entered a previously used password in both the New Password and Confirm New Password text boxes. Please ensure that the Old Password text box contains the password used up until the date of expiration, and make sure the new password is not one of the previous ten used in addition to meeting the specified requirements seen in Figure 1. 
Figure 4
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Forgotten Password/Other Application Problems
If you have forgotten your password or are having other difficulties with applications or logging in, please send an email to FW-Client Services at FW-ClientServices@gsa.gov with the specific details of your problem.
Your email should always contain the below information:
01.)  The Subject line should contain the name of the application and a few words that identify the problem.
02.)  The body of the email should contain the information below:
1. Application Name: 
2. URL for web applications: 
3. Menu/Submenu (If Applicable): 
4. Tab or Link (If Applicable): 
5. Search Criteria (If Applicable):  Everything you entered or selected for your search. Sending an image works best for reporting search criteria.
6. Functionality (If Applicable): This would be the name of the button you clicked before something went wrong.
7. Error Message (If Applicable): Please include an image of the exact error received.
8. Step-by-step instructions (If Applicable):  This would be all the steps you took after the application opened that led to the error.
9. Point of Contact (If Applicable): The name of the person our Customer Service Representative should contact if the submitter is not the subject matter expert.
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The password change was not successful. Please try again.
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Passwords must meet the following minimum requirements. N

1. Passwords must have a minimum length of 8 characters
2. Contain characters from three of the following four categories:

- English uppercase characters (A through Z)

- English lowercase characters (a through z)

- Base 10 digits (0 through 9)

- Non-alphabetic characters (for example, 1, §, %, %)

3. The new password cannot be one of your 10 previous passwords

Complexity requirements are enforced when passwords are changed or created. Your password must be at least 1 day old
before it can be changed again.
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