[bookmark: _Toc277622061]Information System Security Officer (ISSO) Approval
1. The ISSO will receive an email from the System Owner to approve the request.  A link in the body of the email will direct the ISSO to the corresponding Access Request. 
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2. The ISSO will sign into EARS using their ENT login credentials via https://ears.ocfo.gsa.gov/ears/faces/home.jsp.  
3. Once logged in, the ISSO will click the Access Management menu tab to perform the ISSO approval duties.  The access request queue will display all requests that require your action.  If more than 10 records exists, you can use the arrow keys to maneuver between pages
4. Click on the access request (will highlight the request displayed) to populate the access request to allow approval duties. 
















5. User Access Section (* denotes Required field) – Fields that are grayed out are unavailable.  The fields listed below are the ONLY fields that are to be processed by the ‘ISSO’.
5.1. Action* - The ISSO can Approve, Return, or Deny by clicking the down arrow Action button and choosing the appropriate action. 
5.1.1. Approve action will forward the access request to the Implementation Group.
5.1.2. Return action will return the access request to the User (requestor); comments are required.
5.1.3. Deny action will cancel the access request; comments are required.
5.2. Remarks/Comments – This allows the ISSO to record any comments to be associated with the access request.  
5.3. Remarks/Comments Log – Displays the entire data flow of the request with detailed information, including text from Remarks/Comments text box, associated with this access request as well as the historical approval details.
6. User Profile Section – The ISSO is NOT allowed to make updates to this section.
7. Reset Button – Clears the screen and allows for reentry
8. Submit Button – Click the Submit button to forward the access request to the implementation group to set up the account/database access.   
8.1. Upon clicking the Submit button a Confirmation Statement will appear.  
8.2. The ISSO must “… certify the accuracy of the above information and need for the access as requested into the Systems listed to perform his/her job.” By clicking OK before the access will be submitted.  
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9. The ISSO approving/submitting the access request does not grant immediate access; it simply verifies the approval request has been transmitted from EARS into the ESC system and will be forwarded to the next level in the workflow process (see section 15 for workflow process)
9.1. [image: ]The access request screen will clear and display the results of the access request submission, in the lower left corner of the access request.  

9.2. Also verify the access is removed from the access request queue.
10. If multiple access requests require your approval, repeat steps 8.4 thru 8.9.
11. If no further action is required by the ISSO, select Logout, located in the upper right hand corner of the screen.  
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PegTs00001893 New Access Request approval required  inbox [

derektholland@gmail.com to e, Siraj Konkader show details 3:57 PM (12 minutes ago) | 4 Reply | v

A new access request has been approved by the requestor's manager
After reviewing the request your options are:

(@) Approve the request by choosing Approve action

(6) Deny the request by chaosing Deny action

(e} Retur the request to subritter by choosing Retur action

Request sumrmary appears below

Request for: DavidPeterman

Role Request: Analyst

Reason: Authorized User

test - adding text

System = E-Payroll PAR PAR

Link to request = hity:#fesc finance gsa. govcqweb/main?comrmand=GenerateMainF rarme&senice=CORschema=Productiongcontextid=
PegTsgentitylD=33556325 entityDeflame=Access_Request
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Enterprise Access Request System (EARS)

hccess Hanogement | TSI s (e (o)

Logged in as ECOH6B_EARS_ISSO. Log Out

Home | Messages | Access Requests | Role Description | Reports
User Access:
(Click on the row that you would like to view/edit. Currently selected row is highiighted in yellow)

) I Email J[_system |[subsystem]|[ Role |[_state ||
PegTs00001467 reggie white@gsa.gov  E-Payroll PAR PAR PayAdmin In_Approval
PegTs00001683 therman thomas@9sa.gov E-Payroll PAR PAR PAR_CONTROL In_Approval
PegTs00001502 terry bradshaw@gsa.gov  E-Payroll PAR PAR PAR_MANAGER In_Approval
PegTs00001438 mickeymouse@gsagov  E-Payroll PAR PAR Analyst In_Approval
PegTs00001501 terry.bradshaw@gsa.gov _ E-Payroll PAR PAR PARTECH __In_Approval
[}

6 request(s) found. Displaying 6 request(s) from 110 6. Page 111

Action System Subsystem  Role @)

Conflicting Role Indicator and Reason ) Remarks/Comments.

system owner - Adding Text

Additional Roles @)
HRSL_Analyst v
HRSL Admin
HRSL_Analyst

Temporary Account Indicator and Expiration Date ()

system owner - Adding Text

==== State: In Approval by: ECOH6S_EARS_SysOunmer on 18 October 2010 14:46:26 ==== [a]

State: In Approval by: ECOH6B_EARS_Liaison on 18 October 2010 14:40:12
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‘er Profil for currently selected access request (read-only):
Userid Email First
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Initial Background Investigation
Completed Date:

Full Background Investigation
Completed Date:

" Last ‘Agency Code
Contractor? Contractor Company ~ Manager/COTR
GSA Rules of Behavior

Completed Date:

Completed Date:

Manager/COTR Email

Reset ) Submt




